
Crime and Justice in Digital Society 

Series Editors

Anastasia Powell
Royal Melbourne Institute of Technology
Melbourne, VIC, Australia

Murray Lee
University of Sydney
Sydney, NSW, Australia

Travis Linnemann
Eastern Kentucky University
School of Justice Studies
Richmond, KY, USA

Robin Cameron
School of Management
Royal Melbourne Institute of Technology
Melbourne, VIC, Australia

Gregory Stratton
Royal Melbourne Institute of Technology
Melbourne, VIC, Australia



Crime and Justice in Digital Society offers an exciting new platform for theoretical 
and empirical works addressing the challenges and opportunities of digital society 
and the Internet of Things for crime, deviance, justice and activism. As digital 
technologies become progressively embedded into our everyday lives, so too are 
human-technological interactions embedded into everyday crimes, as well as in 
cultural representations and justice responses to crime. There is a need for scholarly 
examination of the ways in which shifts in digital technologies as well as socio- 
political and socio-cultural structures and practices, are producing and reproducing 
crime, justice and injustices in contemporary societies. This new book series aims 
to publish and promote innovative, interdisciplinary, and forward thinking 
scholarship on crime, deviance, justice and activism in the context of digital 
societies. Both established and early career scholars are encouraged to submit 
proposals for research monographs or edited volumes. Crime and Justice in Digital 
Society is particularly welcoming of research that addresses issues of inequalities 
and injustices in relation to gender, race, sexuality, ability and/or class, as well as 
works that push the boundaries of conventional ‘cyber’ crime studies and engage 
with interdisciplinary frameworks from across criminology, sociology, studies of 
technology and society, media and cultural studies, politics, computer sciences and 
beyond.

More information about this series at http://www.springer.com/series/16101

http://www.springer.com/series/16101


Marleen Weulen Kranenbarg • Rutger Leukfeldt
Editors

Cybercrime in Context
The human factor in victimization,  
offending, and policing



ISSN 2524-4701     ISSN 2524-471X (electronic)
Crime and Justice in Digital Society 
ISBN 978-3-030-60526-1    ISBN 978-3-030-60527-8 (eBook)
https://doi.org/10.1007/978-3-030-60527-8

© The Editor(s) (if applicable) and The Author(s), under exclusive license to Springer Nature 
Switzerland AG 2021
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of 
the material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation, 
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information 
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology 
now known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication 
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant 
protective laws and regulations and therefore free for general use.
The publisher, the authors, and the editors are safe to assume that the advice and information in this book 
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the 
editors give a warranty, expressed or implied, with respect to the material contained herein or for any 
errors or omissions that may have been made. The publisher remains neutral with regard to jurisdictional 
claims in published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

Editors
Marleen Weulen Kranenbarg
Department of Criminal Law  
and Criminology
Vrije Universiteit (VU) Amsterdam
Amsterdam, The Netherlands

Rutger Leukfeldt
Netherlands Institute for the Study of Crime
and Law Enforcement (NSCR)
Amsterdam, The Netherlands

Centre of Expertise Cyber Security
The Hague University of Applied Sciences
The Hague, The Netherlands

https://doi.org/10.1007/978-3-030-60527-8


v

Contents

Part I

  Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    3
Marleen Weulen Kranenbarg and Rutger Leukfeldt

  The Annual Conference on the Human Factor in Cybercrime:  
An Analysis of Participation in the 2018 and 2019 Meetings . . . . . . . . . . .    5
Asier Moneva

Part II  Victims

  The Online Behaviour and Victimization Study: The Development  
of an Experimental Research Instrument for Measuring  
and Explaining Online Behaviour and Cybercrime Victimization . . . . . . .   21
M. Susanne van ’t Hoff-de Goede, E. Rutger Leukfeldt,  
Rick van der Kleij, and Steve G. A. van de Weijer

  No Gambles with Information Security: The Victim Psychology  
of a Ransomware Attack. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .   43
David L. McIntyre and Richard Frank

  Shifting the Blame? Investigation of User Compliance  
with Digital Payment Regulations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .   61
Sophie Van Der Zee

  Protect Against Unintentional Insider Threats: The Risk  
of an Employee’s Cyber Misconduct on a Social Media Site  . . . . . . . . . . .   79
Guerrino Mazzarolo, Juan Carlos Fernández Casas, Anca Delia Jurcut, 
and Nhien-An Le-Khac

  Assessing the Detrimental Impact of Cyber-Victimization  
on Self-Perceived Community Safety  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  103
James F. Popham

https://doi.org/10.1007/978-3-030-60527-8_1
https://doi.org/10.1007/978-3-030-60527-8_2
https://doi.org/10.1007/978-3-030-60527-8_2
https://doi.org/10.1007/978-3-030-60527-8_3
https://doi.org/10.1007/978-3-030-60527-8_3
https://doi.org/10.1007/978-3-030-60527-8_3
https://doi.org/10.1007/978-3-030-60527-8_4
https://doi.org/10.1007/978-3-030-60527-8_4
https://doi.org/10.1007/978-3-030-60527-8_5
https://doi.org/10.1007/978-3-030-60527-8_5
https://doi.org/10.1007/978-3-030-60527-8_6
https://doi.org/10.1007/978-3-030-60527-8_6
https://doi.org/10.1007/978-3-030-60527-8_7
https://doi.org/10.1007/978-3-030-60527-8_7


vi

  Show Me the Money! Identity Fraud Losses, Capacity  
to Act, and Victims’ Efforts for Reimbursement . . . . . . . . . . . . . . . . . . . . .  123
Johan van Wilsem, Take Sipma, and Esther Meijer-van Leijsen

  Victims of Cybercrime: Understanding the Impact  
Through Accounts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  137
Mark Button, Dean Blackbourn, Lisa Sugiura, David Shepherd,  
Richard Kapend, and Victoria Wang

  The Impact of a Canadian Financial Cybercrime Prevention  
Campaign on Clients’ Sense of Security . . . . . . . . . . . . . . . . . . . . . . . . . . . .  157
Cameron Coutu and Benoît Dupont

Part III  Offenders

  Saint or Satan? Moral Development and Dark Triad Influences  
on Cybercriminal Intent . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  175
Nicole Selzer and Sebastian Oelrich

  Cyber-Dependent Crime Versus Traditional Crime: Empirical  
Evidence for Clusters of Offenses and Related Motives . . . . . . . . . . . . . . .  195
Marleen Weulen Kranenbarg

  Examining Gender-Responsive Risk Factors That Predict  
Recidivism for People Convicted of Cybercrimes  . . . . . . . . . . . . . . . . . . . .  217
Erin Harbinson

  Exploring Masculinities and Perceptions of Gender in Online  
Cybercrime Subcultures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  237
Maria Bada, Yi Ting Chua, Ben Collier, and Ildiko Pete

  Child Sexual Exploitation Communities on the Darkweb:  
How Organized Are They? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  259
Madeleine van der Bruggen and Arjan Blokland

Part IV  Policing

  Infrastructural Power: Dealing with Abuse, Crime,  
and Control in the Tor Anonymity Network  . . . . . . . . . . . . . . . . . . . . . . . .  283
Ben Collier

  Cybercrime Reporting Behaviors Among Small- and  
Medium-Sized Enterprises in the Netherlands  . . . . . . . . . . . . . . . . . . . . . .  303
Steve G. A. van de Weijer, Rutger Leukfeldt, and Sophie van der Zee

Contents

https://doi.org/10.1007/978-3-030-60527-8_8
https://doi.org/10.1007/978-3-030-60527-8_8
https://doi.org/10.1007/978-3-030-60527-8_9
https://doi.org/10.1007/978-3-030-60527-8_9
https://doi.org/10.1007/978-3-030-60527-8_10
https://doi.org/10.1007/978-3-030-60527-8_10
https://doi.org/10.1007/978-3-030-60527-8_11
https://doi.org/10.1007/978-3-030-60527-8_11
https://doi.org/10.1007/978-3-030-60527-8_12
https://doi.org/10.1007/978-3-030-60527-8_12
https://doi.org/10.1007/978-3-030-60527-8_13
https://doi.org/10.1007/978-3-030-60527-8_13
https://doi.org/10.1007/978-3-030-60527-8_14
https://doi.org/10.1007/978-3-030-60527-8_14
https://doi.org/10.1007/978-3-030-60527-8_15
https://doi.org/10.1007/978-3-030-60527-8_15
https://doi.org/10.1007/978-3-030-60527-8_16
https://doi.org/10.1007/978-3-030-60527-8_16
https://doi.org/10.1007/978-3-030-60527-8_17
https://doi.org/10.1007/978-3-030-60527-8_17


vii

  Text Mining for Cybercrime in Registrations of the Dutch Police . . . . . . .  327
André M. van der Laan and Nikolaj Tollenaar

  Law Enforcement and Disruption of Offline and Online  
Activities: A Review of Contemporary Challenges  . . . . . . . . . . . . . . . . . . .  351
Camille Faubert, David Décary-Hétu, Aili Malm, Jerry Ratcliffe,  
and Benoît Dupont

  Unique Offender, Unique Response? Assessing the Suitability  
and Effectiveness of Interventions for Cyber Offenders . . . . . . . . . . . . . . .  371
Wytske van der Wagen, Tamar Fischer, Sifra Matthijsse,  
and Elina van ’t Zand

Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  391

Contents

https://doi.org/10.1007/978-3-030-60527-8_18
https://doi.org/10.1007/978-3-030-60527-8_19
https://doi.org/10.1007/978-3-030-60527-8_19
https://doi.org/10.1007/978-3-030-60527-8_20
https://doi.org/10.1007/978-3-030-60527-8_20

	Contents

